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ICT - Student Acceptable Use Policy

1. Introduction

Emmanuel College understands that technology, access to online resources and collaboration is an
integral part of education in the 21st century, and the school provides a high-speed, efficient and
reliable network infrastructure to facilitate these activities. The College’s ICT resources are provided
to support the teaching and learning program, including allowing students to conduct research,
access online educational resources and collaborate with others in relation to their learning. The
use of Emmanuel College’s ICT facilities, along with the BYOD (Bring Your Own Device) Program,
is something that comes with responsibilities. In using these resources, students are expected to
work within the expectations as set out below.

2. Student Expectations

Students are responsible for appropriate and acceptable behaviour on school computers or personal
devices just as they are responsible for their behaviour in a classroom or in the playground. General
school rules for behaviour and communications apply, whether students are communicating in
person, in writing, or online. When using ICT facilities on any device, students acknowledge that the
following are:

a) Acceptable Uses:
e Assigned class work, set assignments, research for school studies or co-curricular
activities
e Communicating or collaborating with other students, teachers, and experts in relation to
learning

b) Unacceptable Uses:

¢ Sending or displaying offensive, inappropriate or obscene content

e Transmitting, accessing or storing content that reflects negatively in any way on the
College’s reputation

e Bullying, harassing, insulting or attacking others

e Damaging computers, peripheral equipment, or any part of the ICT infrastructure

e Attempting to access secure parts of the network, College devices, or another person’s
device

e Violating copyright laws

e Using another person’s username or password to gain access

e Accessing another user’s folders, files, communications or resources

e Using the network for commercial purposes

e Downloading inappropriate software or games

e Using devices for gaming, unless that gaming is part of the educational program and
authorised by a teacher
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e Use of Peer-to-Peer (P2P) services on the College network unless authorised as part of
the learning program.

Regardless of whether the device is privately-owned or not, the College reserves the right to access
the device for purposes of inspecting content as part of an investigation, and if necessary to report
breaches to appropriate authorities. Students are expected to grant access to the device if
requested by a senior staff member.

c) Security

Students must ensure their network credentials (username/password) remain secure, and are not
shared with any other person. Any activity that occurs using a student’s network account will be
attributed to that student and the consequences of misuse will be bourne by the student. This also
applies to sharing of mobile devices (e.g. phones) which may be connected to College services
using those credentials. If a student suspects that their credentials are known by someone else,
they must report this immediately to the Help & Technical Support (HTS) team.

Any student who suspects a security problem on the school network must immediately notify a
teacher and not demonstrate the problem to other students. Any student who inadvertently
accesses inappropriate or offensive material should immediately notify the teacher and must not
expose other students to the material.

All electronic files, be they emails or general files created, transmitted or stored via the Emmanuel
College network or connected services are the property of the College. All students should act on
the basis that they can be, and where necessary will be, held accountable for their messages and
their stored files. Over time, all students could expect that the record of their activity will be viewed
by senior staff within the College.

d) Privacy
Students should be aware that, without a person’s knowledge and consent, it is against school
policy and violates the privacy of others to:

i) Discuss or disclose online or via any electronic medium, any information that identifies
fellow students, teachers, other staff or the school itself including names, addresses and
phone numbers

i) Publish any personal opinions they may have about the above

iii) Place or publish online, or via any electronic medium, identifying photographs or video
footage of other students, teachers, other staff or the school itself.
These requirements apply whether a student is using school-owned technology, or a personal
device. The College may choose to pursue action should any of the above occur. Students may face
disciplinary or legal action as well as having enrolment terminated.

e) Personal Devices and the Bring Your Own Device (BYOD) Program

Emmanuel College has a BYOD program in a number of year levels, where all students must bring
a device that meets minimum specifications. In some cases, specific students in non-BYOD year
levels may also bring a personal device to support their individual learning needs with the
permission of the class teacher, learning support teachers, or specialist teachers. The following
conditions apply to students bringing any personal device, whether it is part of the BYOD program or
not:
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1. Bringing a device to school and using the Emmanuel College network is for educational
purposes to assist student learning. Student devices are not to be used for non-
instructional.

2. Students will use their device as and when requested by teachers and agree to abide by
the rules and protocols defined in their classes. It is their responsibility to manage their time
and use of their device appropriately to make sure they are on task in classes.

3. Using a device on school grounds will be in accordance with instructions given by the staff
at Emmanuel College and as per the rules and policies as stated in this Acceptable Use
Agreement.

4. Students are responsible for any loss or damage to their personal device. The College will
not take responsibility for accidental damage to, or loss of, student property, nor do our
insurance policies cover it. Parents may wish to nominate portable electronic devices such
as tablets and laptops on their home and contents insurance policies.

5. Each student is responsible for the security of his/her device, including password
management, and must never leave the device unattended and unsecured, either inside or
outside the College. If leaving a personal device in a locker, the locker must be locked
securely. Devices must never be left on school grounds overnight or on weekends.

6. Access to the Internet and online resources must be via the College’s Wi-Fi infrastructure
and students are not to bypass the school system through the use of 3G or 4G
connections. All internet access through the College’s Wi-Fi is filtered and monitored by the
College.

7. Taking photos, video or recording voice of any individual or group is not allowed without the
express permission of all the individuals being recorded, after obtaining permission from
the teacher, and should be for learning purposes. No photos, video or voice recordings are
to be published in any form unless permission is given by the teacher and is school
sanctioned. Students must not record audio, video or photograph any person (including
other students and teachers) nor publish footage to social media or other systems without
the permission of all involved.

8. Students are responsible for bringing their personal devices to school fully charged and
labelled for identification. The College is not responsible for any technical maintenance of
personal devices beyond connecting the device to the Wi-Fi network for internet access,
and connecting to College-provisioned services.

9. Students are entirely responsible for the data stored locally on their personal device, and
must understand that it is their responsibility to keep sufficient backups of their data via
College-provided cloud storage and/or other preferred method. Loss of data due to
insufficient backup procedures is not an acceptable excuse for failure to submit
assessment items on time.

f) Parental Responsibility

Emmanuel College endeavours to provide an ICT environment that is as safe as possible while
acknowledging that an element of risk still exists. As such, the College also provides on-site
technical measures (e.g. web filtering), supported by appropriate student education about the safe
and responsible use of technology. Ultimately, parents and guardians are responsible for conveying
the standards and expectations of behaviour that their children should follow when using
technology. Parents and guardians are encouraged to be aware of how technology is being used by
their children and to engage with and monitor their use of technology in the home.
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